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1	Decision/action requested
It discusses key issue of user/subscriber identity in AKMA study and propose to add the key issue into TR.
2	References
[1]	3GPP TR 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G

3	Rationale
Identity of subscriber is very sensitive. Attacker can identify an specific user/subscriber through his/her permanent ID. With other kind of information such as geographic location, attacker can trace user/subscriber, or get other classified information. Thus user/subscriber’s permanent ID should be protected.
Meanwhile, subscriber’s permanent ID, i.e. SUPI, shall be known by mobile network operator, as it is the basis for MNO providing services. This means that MNO shall be obliged to protect SUPI not be revealed to other parties.
When MNO(s) wants to provide authentication and key management for application server, MNO(s) must have ability to exchange information about user’s identity in order to help application server determine whom the user/client is. As a result, there should be another kind of user identifier (permanent and/or temporarily) used to identify user between mobile network and application server in AKMA. Such identifier shall be bound or refer to subscriber’s SUPI inside mobile network.
4	Detailed proposal
****************** Start of changes ******************
5.X	Key Issue #X: User privacy
5.X.1 Issue details
The Subscription Permanent Identifier (SUPI) is considered sensitive information, since attackers may identify an individual subscriber through his/her permanent ID. Combined with other kinds of information, such as geographic location, an attacker may be able to trace a subscriber, or obtain access to further sensitive information. Thus, the Subscription Permanent Identifier needs to be protected.
Meanwhile, the SUPI being the basis for providing any service in 5G a network, must be known to the operator. This means that the operator is obliged to ensure that the SUPI is not revealed to any other parties.
When an operator wants to provide authentication and key management to an application server, it must have the ability to exchange information about a subscriber to enable the application server to determine the identity of its user. Hence, there is a need for another kind of identifier (permanent and/or temporarily) to identify users between the 3GPP network and an application server. And the MNO should be able to map the other kind of identifier to the permanent identifier of the MNO domain. 
5.X.2 Security Threats

5.X.2 Security Threats
The Subscription Permanent Identifier may be leaked to unauthorized parties.
The application server may be unable to identify the user.
The operator may be unable to identify the users SUPI based on the new identifier between 3GPP network and application server.
5.X.3 Potential security requirements
SUPI shall not be revealed to application servers.
The 3GPP network shall be able to recover the SUPI based on an alternative identifier used between 3GPP network and application server.
****************** End of changes ******************
